
By Jeffrey L. Snyder

Compliance management is what lawyers 
do when they are not engaged in crisis 
management. It is no less important and 

not much easier. Having good compliance programs 
in effect is half the battle; but keeping them up to 
date, customizing them to the business, keeping 
them from stifling legitimate business and avoiding 
complacency all require constant attention.

Incomplete or ineffective compliance with a group 
of U.S. laws that affect international operations can 
create unwanted exposure.1 The chances of running 
afoul of the export control laws, the trade embargoes, 
the Foreign Corrupt Practices Act (FCPA), and yes, 
even the Antiboycott Law, are greater now than 
ever before.2

As the U.S. Government struggles to find its 
role in the post-Cold War era, old laws are being 
shaped and twisted to fit new situations. This creates 
uncertainty for companies where prudence calls 
for adequate planning and anticipation in securing 
compliance.

Consider the following:
 • A product or some technology is exported 
and no one knows whether prior authorization 
is required.
 • A related offshore company resells U.S. products 
and no one knows whether prior authorization is 
required for the resale.
 • A business unit responds to a request about 
whether the company does business in or  
with Israel.
 • A business unit hires an agent to sell to a foreign 
government which, unknown to you, bribes the 
official responsible for the business.
 • A business unit hires foreign nationals from 
China or Russia to work in U.S. operations.
 • Company officials travel with laptop computers 
containing software with encryption features.
•  A business unit makes a sale to a European 

company that is in reality a front company  
for Baghdad.

Each of these events is (or could be) a violation 
of U.S. law. Even seemingly minor violations can 
be treated seriously. The range of penalties includes 

not only fines, but also debarment from government 
contracting, denial of export privileges, and in some 
cases, criminal penalties.

The most common technique to avoid or prevent 
violations is an internal compliance program. Can 
violations be prevented? Sometimes, but not all of the 
time. Mistakes are inevitable because full compliance 
with the laws in this area is virtually impossible.3

A colleague of the author once told him that full 
compliance with environmental laws is impossible 
because the expense would bankrupt any company. 
For international operations, it is not so much the 
expense as the sheer number of rules, their complexity, 
how fast they change and the inconsistency of the 
underlying U.S. policy objectives. Compounding 
this is the multitude of U.S. Government agencies 
involved in the investigation and enforcement of 
these rules.

This article reviews a selected list of issues in 
managing the risks and exposure faced by a company 
in its international operations. The list is divided into 
three topics: (1) managing compliance; (2) managing 
mistakes; and (3) issues for the future.

Does the internal compliance program work?4 This 
question can be answered from several perspectives. 
The first test is asking, "Does it help prevent 
violations?" Will one of the enforcement agencies 
find something that slips through the cracks of the 
program? For instance, the U.S. Customs Service 
(Customs) now routinely screens shipper's export 
declarations (SEDs) by running the data through a 
special "filter." Comparing commodities and values, 
the program will pull out typographical errors, but 
will also identify possible violations. The Commerce 
Department has initiated hundreds of audits and 
many enforcement actions through the SED  
review program.5

Another way to test the program is to ask whether 
it is likely to be considered a mitigating factor should 
a violation ever occur. A compliance program can be 
a mitigating factor when the government hands out 
penalties.6 Not just any program will have this power. 
The program must be real and well-functioning.7 
Does it have the support of senior management?

What does it cover? Depending on the size and type 
of company, the areas to cover will vary. For most 
companies, however, a few are essential:

 • Export control laws, including the Export 
Administration Act and Regulations8 and 
other export laws where necessary.9 Does the 
program screen all transactions to prevent sales 
to restricted destinations? To restricted persons? 
Does it implement the obligations required to 

prevent the use of commercial technology in  
weapons proliferation?10

 • The Treasury embargo programs on Cuba, Iran, 
Iraq, Libya, North Korea, UNITA (Angola) and 
Yugoslavia (Serbia and Montenegro).11 Are all 
transactions screened to prevent shipments or sales 
to these destinations? What about the offshore 
front companies and agents of these countries, 
the "specially designated nationals?"12

 • The U.S. Antiboycott Law, which prohibits 
compliance with the Arab League economic 
boycott of Israel.13 Does the program identify 
reportable requests? Does it limit what can be 
said in response and provide an opportunity for 
expert input?
 • The Foreign Corrupt Practices Act (FCPA), 
which prohibits the bribery of foreign officials.14 
Does the program screen payments to foreign 
officials? Are accounting records maintained 
properly? Does the program screen agents or 
distributors? Does it monitor their compliance? 
Does it educate them on FCPA restrictions?
Is the internal program up to date? When was the 

last time the program was dusted off and reviewed, 
top to bottom? Has its scope kept pace with the 
company's business? How are new legal developments 
implemented in the program?

Managing compliance should not be confused with 
ensuring compliance. Putting a program in place, 
tinkering with it occasionally, and letting it operate 
is the objective in a corporate setting. Knowing how 
to test the program, and whether it is sufficient to 
reduce or eliminate the risks to the company, is the 
area for focus by counsel.

Managing Mistakes
The second type of compliance management in 

international operations is to manage mistakes. When 
the compliance program fails and a mistake occurs, 
is the company ready to manage it?

Minimize mistakes. One of the first issues in 
managing mistakes is to do everything possible to 
minimize them - which is after all the purpose of a 
compliance program. Allocate compliance resources 
to the big exposure areas.

Promote disclosure. Foster a climate that promotes 
self-discovery and internal disclosure. Compliance 
program managers and business officials should report 
violations to counsel, not hide them, downplay them 
or ignore them.

Conduct audits. Find mistakes first, before others 
do. Develop a good internal review system. Conduct 
internal audits.15 Spot-check problem or weak areas. 
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Guard against the ostrich: Take steps to prevent the 
"head-in-the-sand" problem.

Prepare for inquiries. If counsel does not find the 
problems first, he or she should develop a strategy to 
handle inquiries and contacts from the government 
agencies that do. Enforcement agencies have a variety 
of techniques, from phone calls and letters to direct 
visits. Because they often will not contact company 
counsel first, counsel must prepare all managers and 
those who deal with the public (receptionists, guards, 
etc.) for approaches from investigators, auditors and 
government agents. Company staff must know that 
they should contact counsel immediately, what they 
can and cannot say, and other techniques to prevent 
mistakes in those early moments of the approach.

Voluntary self-disclosure. Finally, counsel should 
be aware of voluntary self-disclosure procedures for 
violations in this area.16 It is important to learn 
beforehand how they work and what voluntary 
disclosure means. Most of all, counsel must be 
prepared so as to avoid the delay that usually 
accompanies decisions to disclose.

Issues for the Future
Compliance problems are not fading. In fact, 

just the opposite is true. New laws are coming into 
effect, such as the new measures on trade with Iran.17 
Other laws are being rewritten, such as the Export 
Administration Regulations.18 These and others will 
challenge the best of compliance managers to develop 
new techniques and strategies.

Among the issues of concern is the automated 
export system, or AES. The U.S. Customs Service is 
making a move to "paperless" exports, to parallel its 
automated import procedures. As Customs moves to 
automated processing of export documents, a variety 
of new compliance issues will arise. These issues are 
even more acute in an era in which general export 
licenses are more common and the information filed 
with Customs becomes the primary enforcement tool 
for export violations.

Customs is actively involved in the enforcement of 
some of these laws. Some would have Customs take 
on more of a role. How Customs handles enforcement 
activity and deals with issues such as mitigation and 
disclosure may soon be of greater significance.19

A successor regime to the Coordinating Committee 
for the Multilateral Control of Exports, or COCOM, 
has just come into being,20 even though COCOM 
ceased to exist in early 1994. A new multilateral 
regime will mean new compliance issues as the 
new laws filter down into national legislation. If 
a new regime is not created, the use of unilateral 
national laws will create difficult compliance issues, 
particularly for multinationals who will face the 
different standards and rules in different countries.

Although it is standard U.S. policy to avoid 
unilateral controls, the United States has not been 
successful in obtaining a multilateral consensus on 
any of the four laws that are discussed here. This 
trend does not show any signs of changing course. It 
is therefore more than likely that there will be only 
more conflicts among national laws. Compliance 
programs that must address the laws of one nation 
are difficult enough to implement.

Finally, with the end of the Cold War, national 
intelligence services have turned their attention to 
commercial espionage.21 This means that companies 
engaged in international operations need to consider 
the risks for their operations and develop programs 
designed to reduce or eliminate them.

Conclusion
While compliance in the last half of the 1990s 

may be no more complicated than it was before, the 
changing patterns of business for companies operating 
internationally means new challenges. Managing 
compliance has never been more difficult.

In many cases, companies are not aware of legal 
obligations or compliance mandates until after a 
violation occurs. Considering compliance issues 
early in the process of developing international 
operations can assist in minimizing exposure and 
managing compliance efforts.
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